
Frequently asked questions  
 

• How do I access the site?  

The site is accessible from any smart device (tablet or mobile phone) or PC through an internet 

connection.  

• Why should I update My Profile?  

A professional, system generated CV, with your completed information will be created on your 

behalf which may be downloaded for future use.  

• What do the Icons mean?  

If you hover over the icons, you will see the following:  

o Already applied for the vacancy  

  

o The application has been withdrawn 

  

o The application has been unsuccessful 

  

o Interview has been scheduled for this vacancy  

  

 

o An offer is being created for this application  

  

  



• What has happened to my application?  

Statuses of applications can be viewed by clicking on the My Applications Link. 

  

• Why should I set up my Job Preferences?  

Alerts will be sent to you if a vacancy is advertised in your fields of interest.  

• How do I find vacancies?  

o Explore by location  

▪ Click on the map icons to find jobs - all jobs available will appear  

o Explore by franchise  

▪ Click on the required Division – all jobs available will appear  

o Explore by professional area  

▪ Click on the required icon to show all jobs available will appear 

 

• Forgotten password  

o Click on Sign In> Forgot Password  

o Complete all of the required fields  

o An SMS/Email will be sent with details on how to recover your password  

 

• Email address has changed 

o Click on Sign In> Forgot Password  

o Click on the link and complete the required fields 

o Click “here” if you can't remember your email address or your email 

address has changed 

 

• Need help on any recruitment query?  

Click on the “Log a Help Request” link at the bottom of each page. A MyQ query will be 

logged and a consultant will assist as soon as possible. 

 

• Protection of Personal Information (PoPI) and Data Subject Rights 

o Our Data Subjects have the right to know how we use and store their PI and SPI. 

They also have the right to know when we collect the information, how we 

process it, who we give access to, how we store it and how long we keep it for. 

o They can ask us to update their information, stop processing it or even to delete 

it. They can also make a request for access to all the information we hold on 

them under the Promotion of Access to Information Act, 2000 (PAIA).  



o Essentially, the POPI Act strives for a balance between access to information and 

the right to the privacy of that information. 

▪ Click on “Log a Help Request” at the bottom of the Career’s page and 

capture your data or consent request in the “query details” section. A 

query will be logged and a consultant will assist as soon as possible. 

o Below is the “FirstRand Privacy Employee Notice”, which contains the 

disclosures as to how the FirstRand Group will deal with your PI and SPI 

information. This Notice also applies to all job seekers on our job portal. 
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1. BACKGROUND AND PURPOSE 

Protecting the privacy of personal information of its employees is very important to 

FirstRand Limited ("FirstRand").  To do so, FirstRand follows general principles in 

accordance with applicable privacy laws and, particularly, the Protection of Personal 

Information Act. 

 

FirstRand has developed the following FirstRand Privacy Employee Notice (“Notice”) to 

help its employees understand how FirstRand collects, uses and safeguards their personal 

information.   

 

FirstRand’s Notice includes general information regarding FirstRand’s treatment of 

employees' Personal Information and employees' rights and responsibilities in respect of 

their Personal Information.  FirstRand's Notice incorporates by reference FirstRand's 

FirstRand Acceptable Use of Information Resources Policy. 

 

2.  SCOPE 

This notice applies to all employees, defined for purposes throughout this document as 

current, past and prospective employee that is, permanent, and temporary employees, as 

well as fixed term contractors or independent contractors contracted by FirstRand. 
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3. DISCLOSURE INFORMATION RELATED TO EMPLOYEES' RIGHTS 

AND RESPONSIBILITIES IN RESPECT OF THEIR PERSONAL 

INFORMATION. 

  
FirstRand will process personal information collected from its employees. 

3.1 Responsible Parties in FirstRand 

 

FirstRand or the Group, means FirstRand Limited and its South African subsidiaries (as 

defined in the Companies Act 2018), (including divisions, segments and business units) 

but specifically excludes subsidiaries, where such entity is a subsidiary as a result of an 

investment by any one of RMB’s private equity businesses, (predominantly legally 

structured under FirstRand Investment Holdings (PTY) Ltd (FRIHL).  However, this 

notice may apply to the abovementioned excluded subsidiaries and other companies 

associated with FirstRand if agreed to by FirstRand and the relevant subsidiary or 

associated entity in writing.  Confirmation as to whether this Notice applies to a specific 

entity associated with FirstRand can be sought through the mechanisms set out in this 

Notice.  

These companies in the FirstRand Group, are responsible parties. Refer to the diagram 

below. 
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3.2 Definition of Employees' Personal Information 

 

For the purpose of this Notice, and other documents referred to in this Notice, personal 

information means information about an identifiable, living, natural person.   

 

By way of examples, an employee’s personal information may include an employee’s 

race, gender, identification number, employee number, residential address, telephone 

number, date of birth, marital status, disability, biometric information, and 

correspondence sent or received by an employee that is implicitly or explicitly private or 

confidential.  

 

Personal Information does not include aggregated or anonymised information where 

FirstRand is incapable of identifying an employee.  Aggregated or anonymised 

information includes any information about an employee which may be included as part 

of a statement about a group of employees or a graph or pie chart showing 

characteristics as part of a group of employees only.  For instance, “20% of FirstRand's 

employees own or use a laptop computer” is not personal information. 

  

Personal information, processed by FirstRand, regarding FirstRand employees 

(“Personal Information”) includes the following types of information: 

• personal details, but is not limited to, e.g. name, address, location information, 

online identifier, emergency contact details, birth certificate number, employee 

number or identity number, educational and other qualifications; curriculum vitae; 

• job-related details: e.g. start date, place of work, salary, benefits, absence 

records; 

• financial information: e.g. bank account number; 

• performance / evaluation information:  e.g. whether an employee performs job 

duties in accordance with the relevant requirements. 

 

An employee undertakes to communicate his/her Personal Information to FirstRand 

when specifically requested by FirstRand to do so. 

3.3 Definition of Employees' Special Personal Information 

 

There are special categories of an employee’s Personal Information which FirstRand 

will only process where a heightened set of requirements are met. These special 

categories are information revealing religious or philosophical beliefs, race or ethnic 

origin, trade union membership, political persuasion, health or sex life, biometric 

information, and certain information relating to criminal offences and criminal behaviour 

("Special Personal Information").   

 

FirstRand processes medical and health related information with the employee's 

consent for the purposes of insurance and medical aid agreements concluded on the 

employee's behalf and for his/her benefit, and in order to comply with FirstRand's 

obligations under the Occupational Health and Safety Act 181 of 1993. 
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FirstRand will not retain or process Special Personal Information unless one of the 

statutory exceptions applies. For example, (where a statutory exception is to obtain 

consent) specific consent for the processing of biometric personal information may be 

requested by FirstRand. 

3.4 Purposes for the Processing of Personal Information 

 

Personal Information will be processed by FirstRand in the normal course of business of 

managing employees for various purposes: 

 

• Requires banking information in order to process an employee’s remuneration; 

• To suggest the opening of a bank account on behalf of the employee, in order to 

secure staff rates; 

• Admitting the Employee to the FirstRand Retirement Benefit Structure and/or 

FirstRand Retirement Fund, RMB Provident Fund and/or medical aid providers; 

• Complying with the Group's anti-money laundering, terrorist financing, fraud and 

corruption detection obligations as well as risk management processes 

implemented by the Group.  This will include conducting criminal, credit, 

reference, sanctions, anti-bribery and other related reference checks on the 

Employee, or prospective Employee, including but not limited to Register of 

Employees' Dishonesty System (REDS), Politically Exposed Person (PEP), 

South African Fraud Prevention Services (Shamwari), Life Offices' Association 

(LOA) and Financial Advisory and Intermediary Service Act (FAIS) reference 

checks.  Such checks may be conducted on an ongoing basis throughout the 

period of employment and may include lifestyle audits as well as reporting on the 

conduct of employees where required to do so by law to the relevant bodies after 

termination of employment;  

• Complying with all applicable laws authorising or requiring such processing, 

including (but not limited to): the Basic Conditions of Employment Act 75 of 

1997; the Labour Relations Act 66 of 1995; the Employment Equity Act 55 of 

1998; and the Occupational Health and Safety Act 85 of 1993 the Financial 

Intelligence Centre Act, 2001; the Prevention and Combating of Corrupt Activities 

Act, 2004 and the Companies Act, 2008 and its regulations;  

• Carrying out the specific obligations and duties of FirstRand in the field of 

employment legislation; 

• Realising objectives laid down by or by virtue of tax or other applicable legislation; 

• Properly assessing performance under an employment contract; 

• Undertaking management activities, such as succession planning, talent 

management, training, work planning, managing tasks, assessing the 

performance of the employees, and controlling security and access to facilities. 
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• Marketing of products, goods and services to the Employee, the Employee's 

involvement in pilots relating to new or updated products, services, platforms, 

goods and channels, research or statistical purposes and/or the creation of 

Employee specific product offerings; and/or otherwise securing and facilitating 

the Employee's employment with the Group, including rendering to the employee 

value added services (such as employee wellness initiatives and catering 

services), employee administration, training, performance reviews, talent 

management and other reasons related to the management of employees. 

• Sharing spouse/ children Personal Information for business purposes. E.g. for 

business travelling purposes, events etc.    

• Sharing of children details for e.g. beneficiary of pension, on the death of a 

parent.  

• Sharing of close relative’s details – next of kin/emergency contact persons.  

• Compile statistics and results from research studies and related programs.  

• Processing in order to send work related communications to the employee’s 
mobile device via any of FirstRand’s platforms including the RMB, FNB and 
WesBank apps. 

 
The purposes above are mandatory for employees to provide their Personal Information 

to enable the processing of: 

• the performance of the employment contract to which the employee is party or in 

order to take steps at the request of the prospective employee prior to entering 

into the employment contract, or 

• compliance with legal obligations to which FirstRand is subject, or 

• the protection of a legitimate interest of the employee; or 

• the legitimate interests pursued by FirstRand, or by the third party to whom the 

Personal Information is disclosed for the above purposes. 

 

If an employee refuses to provide the required Personal Information for these purposes, 

this may lead: 

• for a prospective employee:  to FirstRand being unable to enter into an 

employment contract with that prospective employee, and  

• for an employee:  to disciplinary sanctions, where applicable, or in extreme cases 

such refusal may lead to dismissal. 

• There may be instances where FirstRand will lawfully process Personal 

Information for purposes not listed above.  

• Where the provision of Personal Information is not for a lawful process, a 

separate, written consent from the employee (which consent may at any moment 

be withdrawn) will be sought. 
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3.5 Quality of Personal Information 

 

FirstRand will take reasonable and practicable steps to ensure that the Personal 

Information of employees is complete, accurate and not misleading, and is updated 

where necessary.  

 

FirstRand HR has provided the self-service channels, through which employees are 

required to update Personal Information if it changes. The onus is on the employee to 

utilise this channel to update his/her Personal Information, when necessary.    

 

For updates to the Personal Information that are not made possible through the Self-

Service channel, employees are required to address the relevant request to the 

responsible HR Department. 

3.6 Security and Confidentiality of Personal Information 

 

All Personal Information processed by FirstRand will be held confidentially.  

 

FirstRand will take reasonable, appropriate technical and organisational measures to 

keep Personal Information secure in accordance with its policies and procedures on 

information security, and in accordance with any applicable legislation. 

3.7 Retention of Personal Information 

 

Personal Information will not be kept by FirstRand for longer than is necessary for the 

purposes of the processing set out above, unless a further retention period is required 

by law, or where FirstRand reasonably requires a further retention period for a lawful 

purpose relating to its functions or activities, or where a further retention period is 

required by a contract between the employee and FirstRand.   

 

Other than in the aforementioned instances, FirstRand may request the employee's 

consent for the further retention of Personal Information and will state the reasons for 

making such a request. 

3.8 The Transfer of Personal Information 

 

Employees' Personal Information may be shared within the FirstRand Group and with 

third parties with whom FirstRand contracts to process such Personal Information and 

pursuant to the instruction of FirstRand, under specific terms or terms as set forth in this 

Notice for the purposes mentioned above.  A complete list of FirstRand Group entities 

can be found at: 

 http://www.FirstRand.co.za/AboutUs/Pages/ownership-structure-and-operating-model.aspx. 
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http://www.firstrand.co.za/AboutUs/Pages/ownership-structure-and-operating-model.aspx


 

Provided that FirstRand ensures adequate safeguards and/or enters into a contract for 

third parties to process Personal Information for the purposes mentioned above, 

pursuant to the instruction of FirstRand and in accordance with this Notice, FirstRand 

may transfer Personal Information within the Group, Operators (see 1.8 below) or other 

third parties based outside South Africa with whom FirstRand has a lawful justification 

e.g. a signed a contract requiring the other party to adhere to such standards of security 

and fair handling in respect of the information as are adhered to by FirstRand, 

regardless of whether the laws of the countries in which such third parties reside 

provide sufficient safeguards regarding the processing of Personal Information.   

3.9 Use of Operators 

 

An Operator is a person who processes Personal Information on behalf of FirstRand in 

terms of a contract or mandate, without coming under the direct authority of FirstRand. 

 

FirstRand may assign the processing of FirstRand employee Personal Information to an 

Operator which will process the Personal Information only with the knowledge or 

authorisation of FirstRand.  

 

FirstRand will contract with the Operator to ensure that Personal Information is kept 

confidential, and subject to such standards of security and fair handling in respect of the 

information as are adhered to by FirstRand. 

3.10 Employees' Privacy Rights 

3.10.1 Access to Information 

 

The employee has the right to access the Personal Information which relates to him 

or her.  Where an employee wishes to request Personal Information, which they do 

not have a direct right to, but which information is needed to protect a right of the 

employees a request must be addressed in accordance with the procedure referred 

to in FirstRand's manual prepared in accordance with section 51 of the Promotion 

of Access to Information Act.  This manual may be obtained at 

http://www.firstrand.co.za/AboutUs/Pages/governance-and-compliance.aspx.  

Certain Personal Information relevant to the employee may be accessed through 

the Self-Service channel.  

3.10.2 Right to Correction of Personal Information 

 

The employee has the right to correct inaccurate Personal Information which relates 

to him or her.  The employee is able to update, and correct certain types of 

Personal Information stored on the Human Capital Platform using the Self-Service 

channel. For instructions on how to do so, the employee should contact the 

responsible person in the HR Department.  
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For updating other types of Personal Information, the employee should address a 

simple request to that effect to the responsible HR Department. Should FirstRand 

be unable to correct the Personal Information, Firstrand must explain its position in 

writing to the employee.  

 

Should FirstRand refuse the correction, the employee is entitled to request that a 

statement be attached to the Personal Information which indicates that a correction 

has been sought and not made.   

3.10.3 Right to de-identification/destruction/deletion 
 

The employee is entitled to require the de-identification/destruction/deletion of 

his/her/their Personal Information which is, by reference to the objectives of the 

processing:  

• inaccurate, irrelevant, excessive, out of date, incomplete, misleading or 

obtained unlawfully; 

• legally prohibited from being recorded, communicated or retained, or  

• retained beyond a reasonable period after the end of the employment 

contract between the parties.  

 

To do so, the employee should address a simple request to that effect to the 

responsible HR Department. 

 

FirstRand must delete/remove/destroy this Personal Information or explain in writing 

its position regarding the request.  Should FirstRand refuse the employee's request 

for de-identification/destruction/deletion, the employee is entitled to request that a 

statement be attached to the Personal Information which indicates that a request for 

removal of Personal Information has been sought and not made.  

3.10.4 Right to complain  

 

Employees have the right to submit a complaint to the Information Regulator 

regarding an alleged breach of the conditions for lawful processing of personal 

information as set out in POPIA. The Information Regulators details can be found 

at: https://www.justice.gov.za/inforeg/contact.html 

 

An Employee can choose to submit complaints to FirstRand for resolution before 

submission to the Information Regulator. Any queries or complaints regarding the 

Employees personal information can be directed to the respective HR manager 

within FirstRand. 
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3.11 Contact Persons  

 

For any Personal Information protection issues, questions or complaints concerning the 

application of the Notice and for access to information about his or her Personal 

Information processed within the context of this Notice, (e.g. Employee discloses his 

HIV status to his line manager, who then communicates this to the entire office) the 

employee may contact their Data Privacy Officer, line Manager or their Human 

Resource Department (HR).  

 

FirstRand must record in writing any employee or third-party complaint relating to the 

disclosure of employee Personal Information, and respond to that complaint, keeping a 

record of such response. 

3.12 Reference to other FirstRand Policies 

 

1. FirstRand Acceptable Use of Information Resources Policy; 

https://firstrandgroup.sharepoint.com/sites/FCCERM/ITGovernance/SitePages/Policies.aspx 

 

The FirstRand Acceptable Use of Information Resources Policy aims to ensure 

effective, efficient and secure use of FirstRand's information resources, and informs 

employees of what is deemed acceptable and unacceptable practice. Subject to the 

terms of this Notice, FirstRand will monitor the use of its information resources by 

employees.  This Notice also contains requirements and guidelines for dealing with 

the personal information of clients.  

2. The FirstRand Internal Privacy Policy; and 

3. The FirstRand Privacy Framework. 

 

-END- 
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